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Misuse of Scientific and Technical Information:

Presenting inaccurate, irrelevant, or misconstrued scientific or technical
information to substantiate false claims

What does this commonly used tactic look like in BWC statements and documents?

Statement by the Russian Federation at the 9" Review Conference (2022)

Statement by the Deputy Head of the Delegation of the Russian Federation,
Deputy Director of the Department for Non-proliferation and Arms Control
of the Russian Ministry of Foreign Affairs Konstantin Vorontsov
at the Ninth
Biological and Toxin Weapons Convention Review Conference
on item 10 of the agenda Review of the Convention Provisions, Article 1 of the BTWC

(Geneva, 30 November, 2022) Naming pathogens and listing
A Final Report upon Review of the Microorganism Strain Collection at the 1. their quantities or storage
Mechnikov Anti-Plague Scientific and Research Institute in Odessa of 28 containers Is a common tactic

designed to elicit suspicion

and enhance the perceived
and biological activities on the territory of Ukraine. According to this document, legitimacy of false claims.

December, 2018, gives a most vivid insight in the scale and focus of these military

the Institute had 422 cholera storage units and 32 anthrax storage units. Notable is

a large number of test tubes that contained the same strains of different passages.

Absent mass outbreaks of these diseases in Ukraine in recent years, the range and

protective

or other peaceful purposes.

This statement is misleading and inaccurate, as it suggests that these quantities, if
accurately described, are significant and that there is some threshold quantity of
biological material that indicates nefarious activity.

Working paper submitted by the Russian Federation at 2023 Working Group Meeting

BWCIWGISJ"WP.B
Working Group on the Strengthening of the 28 November 2023 This is another common claim,
Convention on the Prohibition of the Development, Orsinal: Enelich and Ruse but one that is misleading, as
Production and Stockpiling of Bacteriological E:ggflz; il e on;;ssm potential agents of biowarfare
(Biological) and Toxin Weapons and on Their also exist in nature and pose
Destruction public health threats.

13.  Itis noteworthy that in addition to the unreasonable volumes, the very nomcnclarurc-_j

of the studied and accumulated Eathogens does not meet the main challengcs and threats l‘
the field of public health in Ukraine, where an upsurge in the number of cases of rubella,
diphtheria, and tuberculosis is recorded. That said, it includes pathogens of dangerous
infectious diseases that are potential agents of biological weapons.

14.  In accordance with the Biological Threat Reduction program Ukraine implementation
report of 27 June 2019, since the early 2008, 19 UP and TAP projects have been implemented

Describing specific projects and
associated pathogens under

to study human and animal pathogens. In some cases, the choice of pathogenic study is another common tactic
microorganisms is not related to current public health problems and can hardly be explained to arouse suspicion and inflate
by preventive or protective purposes. The list of infectious animal diseases studied within the the Iegitimacy of false claims.
framewoltk of thi:w, program includes severe anthropozoonotic diseases, such as highly However, in this case, the highly
athogenic avian influenza, as well as economically sigmificant infections that have a high . .
: : . : : : : pathogenic nature of avian
pandemic potential and can cause damage to the agricultural industry, including African and

influenza suggests that it should
be prioritized for research.
Recent outbreaks of avian flu
only underscore the importance
of such work.

classical swine fever, Newcastle disease.
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Provision of “Evidence’:

Using reports, government agreements, project documents, and patent
applications to generate “evidence” of nefarious activity

What does this commonly used tactic look like in BWC statements and documents?

Working paper submitted by the Russian Federation at 2024 Meeting of States Parties

BWC/MSP/2024/WP.2

Referencing U.S. patent documents

Annex I1 .
IS a common strategy to generate
L. L. . . “evidence” of nefarious activity.
ln(i_lcat}ons ofa vmlat.mn by the United States of its However, in the US, the granting
obligations under Article IV of the BTWC of a patent simply gives the
(in terms of failure to take the necessary measures to prohibit and prevent the app licant (Who' in this case, was
development, production and stockpiling of biological weapons) an individual not affiliated with
: ) ) . the U.S. government) intellectual
1. The Russian Federation has repeatedly expressed its concern and requested the United property rights over the product.

States to provide a legal assessment of the development and patenting in the United States of
technical devices (US Patents US 8967029; US 8794155; US 9052175) from the standpoint
of compliance with the conventions on the prohibition of chemical and biological weapons.

2% For example, patent No. 8967029 B1 of 3 March 2015 was issued by the US Patent
and Trademark Office for an unmanned aerial vehicle (UA V) to release toxic mosquitoes in

It does not make the patent legal
to produce or use.

the air, i.e. for equipment (item) that is intended for use as a delivery and deployment means
of biological weapons. According to the description, the UAV transports a container with a
large number of mosquito infection carriers and releases them in a specified area. When bitten
by mosquitoes, people get infected with pathogens of particularly dangerous diseases. The

Presentation submitted by the Russian Federation at 2022 Formal Consultative Meeting

Project documents from cooperative threat reduction activities are also commonly
provided as “evidence” of nefarious activity. However, these documents describe
activities that promote peaceful research and strengthen global security.

Metabfota's involvement in activities violating the Biological and Toxin Weapons Convention

T
Ukraine Biological Threat Reduction Program (BTRP)

R e . R BLACK & VEATCH Bogcal Thonat Redhurson Pengraon (FTRP|
Cooperative Biological Research (CBR) Project E: = ]

 Option Frde I Chutenrty (4] Repirt

1 Project information
L1 Tk Order information
L1 Comtract Numbes

HOTRA1O8-0-000 70004
Project UP-4 Study of the Risk of $preading Selected Especially Dangerous 112 roiec Take
'athogens Spread by Birds Beclogcal Threat Reduction Program (BTRP)
Cooperatee Buokogical Engagerent Program (CBEP)

Phase lib in Uikraing = HOTRAL£8-0-0007-0004

11  C8Rinformation
121 Project number
U e

Metabiota was involved by the U.S DepaS!"nenl of Defense in modeling the
epidemiological situation in the former el Union. The participation of
company representatives (M. Gutierri, D. Mystra) in the audit of UP and TAP
projects in Ukraine is documented

Reporting Peviod of Performance 11 October 2019 - 30 Mnuary 2020 OY2, G4)
124 Periomming Oreanization

Black & Veatch Special Projects Corp. (BVSPC)
125 Tnaeming Partoer
] T e i e s Metatiots, inc
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The use of the term “spreading” here implies that the project
was designed to study how to transmit pathogens deliberately
via birds. This is a misinterpretation of the project, which, in

BN JOHNS HOPKINS | enterfor reality, was designed to study the risks to Ukraine of 1+l
% noommrgscuoo. | Health Security pathogens carried naturally by migratory birds. Adllddd
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Appeal to Emotions:

Using emotionally manipulative language or content to elicit feelings of
outrage, fear, disgust, and/or anger

Working paper submitted by the Russian Federation at 2023 Working Group Meeting

BWC!WG!MWP.B

Working Group on the Strengthening of the 28 November 2023
Convention on the Prohibition of the Development,
Production and Stockpiling of Bacteriological
(Biological) and Toxin Weapons and on Their
Destruction

Original: English and Russian
English and Ruasian only Alleging that certain states
are experimenting on patients
or using their biological
samples for nefarious purposes
31. Since the consultative meeting and BTWC Ninth Review Conference, new i @ common tactic designed to
circumstances became known concerning the implementation by the US and Ukraine of their evoke outrage, fear, and
obligations under the Convention. In_particular, it was confirmed by documents that the disgust

relevant US Army R&D institute — the Walter Reed Army Institute of Research — Eaﬂicigated
in studying the antibiotic resistance of microorganisms secured from the military men of the

Ukrainian Armed Forces during combat actions in Donbass in 2014 — 2020. Within the

framework of this project, four Ukrainian military hospitals located 1n various parts of the
country studied 813 microorganisms received from 162 patients, and a full genome
sequencing of 52 isolates was conducted. Such activities of the US Army Institute testify that
in Pentagon, they see the territory of Ukraine as a potential ground for the deployment of
military contingents.

Note Verbale submitted by the Russian Federation to BWC States Parties in 2024

NOCTOAHHOE NPEACTABHTENLCTBO
POCCHICKON ®EAEPALLMK

MPFH OTAENEHHH OOH H JIPYTHX i
MEKAYHAPOIHBIX OPTAHHIALIMAX Anottier false ?'"egat'o.n about
B KEHEBE medical experimentation and
PERMANENT MISSION i i
T A A exploitation. These types of
TO THE UNITED NATIONS OFFICE AND i
AT TR R e D narratives ca.n make falseho?ds
IN GENEVA more persuasive by encouraging
Ne 128 individuals to think emotionally as
Now the focus of interest has shifted to Africa, Tﬁ; “nmd SIEIIE: ﬁilﬂ]lﬂ opposed to rationally.

istration views the region as an i

agents and as a tcumg ground for experimental medical products,
Iﬁua against the background of Russia's progressive strengthening of its

positions in Africa, including in the area of biological safety and security, the
United States is seeking to prevent its influence in the region from being dimin-

ished. In this connection, I would like to recall once again Washington's non-

transparent working methods and warn our Ainggn DaItners against cooperating Falsely warning states that
with the United States in t i engaging in cooperative threat

reduction activities could result in
loss of national sovereignty is

another emotionally manipulative
ease situation. tactic.
e —

Experience shows that such interaction results in the loss of national

sovereignty in the ficld of biological safetv and security and the worsening dis-

Q@ JOHNS HOPKINS | Center for

[
BLOOMBERG SCHOOL Health Security Cana,da
of PUBLIC HEALTH



Citing “Authoritative” Sources:

Referencing, quoting, or misquoting/misrepresenting sources with apparent
authority or expertise to enhance the perceived credibility of false claims

What does this commonly used tactic look like in BWC statements and documents?

Working paper submitted by the Russian Federation at 2023 Meeting of States Parties

BWCJ’M‘; P/2023/WP.1/Rev. 1

Meeting of the States Parties to the Convention 5 December 2023 .
on the Prohibition of the Development, e . Citing statementf fr om us.
Production and Stockpiling of Bacteriological g:gﬁ';:;’;:;g;:.'Zﬁdoﬁ;“'a“ government officials is a
(Biological) and Toxin Weapons and on Their common tactic. Often, these
Destruction statements are taken out of
context or deliberately
misinterpreted.
Seriousness of the situation has been confirmed by statements of Victoria Nuland, j
Under Secretary of State, during hearings in the U. S. Senate Foretgn R.r.:lauons Committee

on March 8, 2022. In particular, replying to a question from Senator Marco Rubio about
whether there are biological or chemical weapons in Ukraine, she informed on the presence
of biological research facilities in Ukraine and expressed concern about the possibility of

o] ] i ] trol of the Armed Forces of the

‘ Rmman cheratlcn Such a rca-::tiun on the part of U.S. cfﬁctals also indicates that covert
. : carried out in Ukraine, which

does not corrclatc with abhgatmns under the BTWC.,

In this case, Victoria Nuland’s statement about the presence of peaceful biological
research facilities in Ukraine (which do exist) is being misconstrued as proof that there
are biological weapons facilities in Ukraine (which do not exist). Her concern about the
security of the facilities is also being misconstrued as evidence of nefarious activity, when
in reality, it reflects a desire to prevent the misuse of materials stored in the facilities.

Note Verbale submitted by the Russian Federation to BWC States Parties in 2024

NOCTOAHHOE NMPEACTABHTEILCTBO
POCCHHCKON OEJEPALIMH

TMPH OTAEJEHHH OOH W IPYTHX

M E)K,L‘LS"HAP(LIHIst l‘:)P!'.-\H HIALIHAX « n
B AKEHEBE In this document, “experts” and
PERMANENT MISSION H i

OF THE RUSSIAN FEDERATION news medla outlets are belng

TO THE UNITED NATIONS OFFICE AND “ itative”

OTHER INTERNATIONAL ORGANIZATIONS referenced as aUthor'tat've
IN GENEVA sources. These references are
Ne 188 designed to make false claims

It should be noted that the information on US biological and military ac- appear more credible.

tivities on the African continent previously voiced during briefings by the Rus-
sian Ministry of Defense did not remain unheeded by the foreign media and ex-

pert community.

The online media outlet Geopolitics has published an article about the

Joint efforts of DTRA and the US non-profit organization RT/ Internationgl
monitor infectious diseases in Africa, which, according to the publication, is a

component of the Pentann's broader "biological espionage" initiative.

The cited source is in fact a Russian outlet that publishes opinion pieces
promoting Russian foreign policy. The reference to this article, in
other words, can be thought of as the Russian government citing itself.
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Claims of Secrecy or Neglect:

Claiming that certain states are not adequately transparent about their
biological activities and/or not responsive to questions about those activities

What does this commonly used tactic look like in BWC statements and documents?

Working paper submitted by the Russian Federation at 2024 Meeting of States Parties

BWCNSPQOZM\VP.E
Meeting of the States Parties to the Convention 2 December 2024 Claiming that certain states
on the Prohibition of the Development, ) , do not disclose relevant
Production and Stockpiling of Bacteriological 2?;;’;,“;1;:‘:;‘;‘; Rusimonly ~ information in their CBM
(Biological) and Toxin Weapons and on Their forms is a common tactic
Destruction that is designed to arouse

suspicion about those states’
activities.

11.  The US annual reporting under the BTWC confidence-building measures, which were

developed by the States Parties "in order to prevent or reduce the occurrence of ambiguities,
doubts and suspicions" lacks information on programs and projects conducted and funded
outside its national territory (including in Ukraine). The Ukraine's annual reports also do not
contain information on cooperation with Washington.

The United States has disclosed information about its cooperative biological
activities in Ukraine (and elsewhere) in its reports on the implementation of Article
X, as such activities fall under international cooperation and assistance. In
addition, summaries of project activities carried out through the U.S. Biological
Threat Reduction Program are required to be made publicly available.

Working paper submitted by the Russian Federation at 2023 Working Group Meeting

BWC!WGES.’W P.3
Working Group on the Strengthening of the 28 November 2023
Convention on the Prohibition of the Development, il il el
Production and Stockpiling of Bacteriological Bagtiksen iamisnignly,
(Biological) and Toxin Weapons and on Their
Destruction

20.  Ukraine fails to mention data on the ongoing since 2016 programmes and projects
(including UP-4, Flu-Flyway and P-781) and funding by a foreign state's military department .
in its annual reporting under the BTWC confidence-building measures developed by the about compliance have "Ot_
States Parties "in order to prevent or reduce the occurrence of ambiguities, doubts and been addressed or reso"’?d Is
suspicions." This raises the question of a violation of political obligations regarding the another common tactic
submission of data on confidence building measures adopted by the States Parties to the designed to arouse suspicion.

BTWC. The US reports also miss the data on the programmes and projects implemented ]

Claiming that questions

outside the national territory, or on the financing thereof. Qur repeated appeals_to_the

American side to provide exhaustive explanatmm for such actmnes remain without proper
and meaningiul response. such reticence and disregard for Russia's claims on the part of the

United States do nothmg but support their Vﬁlld]tz.

This statement is incorrect, as the United States responded to
Russian allegations fully and in detail during the Article V Formal
Consultative Meeting. These kinds of statements represent attempts
to prolong the discussion of false allegations and prevent states
parties from making real progress on strengthening the BWC.

" OHNS HOPKINS | Centerfor i
oW J BLOOMBERG SCHOOL Health Security Canada

of PUBLIC HEALTH





