UNDERSTANDING DISINFORMATION IN UKRAINE
DIRTY BOMBS AND NUCLEAR ESCALATION THREATS
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explosives to spread radioactive material.

Unlike nuclear weapons, which require highly enriched uranium or weapons-
grade plutonium, the materials used in dirty bombs do not need to be specially
developed for weapons use and could potentially be gathered from research,
industrial, energy, agricultural or medical sources.

Their relatively small size allows these devices to be positioned by foot or
transported by vehicle, making them more accessible to malign non-state
actors.? Despite, never being successfully used,® the psychological effects of
the detonation and subsequent decontamination efforts have led these devices q
to be characterised as “weapons of mass disruption” rather than “weapons of
mass destruction (WMDs)”.6.7.14
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Since at least 2015, Russian disinformation actors have propagated a
narrative containing false accusations that Ukraine is preparing to detonate a
dirty bomb on its own territory and blame Russia (see timeline). The narrative
peaked sharply in intensity and outreach in October 2022, causing Western
officials to became concerned that the sudden increase in messaging might
serve as cover for a false-flag operation or pretext for tactical nuclear weapons
use.®
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Nuclear Weapon Dirty Bomb

« No nuclear chain reaction.
« Radiation spreads hundreds of meters.
« Relatively few immediate fatalities.

« Massive nuclear chain reaction.
« Widespread destruction.
« Catastrophic causalities.
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At the time, Moscow was experiencing significant battlefield setbacks and
Westem intelligence agencies had intercepted communications from senior
Russian military leaders discussing the circumstances in which Moscow might
use tactical nuclear weapons against Ukraine.® Considering these broader
developments, Moscow was plausibly attempting to achieve one, ora

combination, of the following objectives:
)

Bolster Domestic
Support: Reinforce
public backing for
mobilisation.
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Express Concern:
Question Kyiv's
intentions due to

inaccurate intelligence.
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Influence
Adversaries: Affect
Ukrainian and Western
decision-making.

Prepare Info Space:

Shape narratives for

possible nuclear use
on the battlefield.

Russian disinformation campaigns have employed a variety of tactics to
mislead audiences, shape perceptions and justify political or military

actions. Many of the most common and influential strategies employed by
Russia were present in an October 2022 letter to the UN Security Council. 19 21
This letter included the following disinformation tactics (see page two graphic):

TACTICS

4,5,7,11,18,22
A “dirty bomb” (i.e. radiological dispersal device) uses conventional = INE

2015 - 2021

Sporadic appearance of dirty
bomb narrative in Russian
language media/social media.

) January - March 2022
Russian state media reports
on alleged Ukrainian dirty
bomb manufacturing, possibly
to help justify its invasion.

) 23 October 2022

Surge in Russian state media
reporting about a potential
dirty bomb ‘provocation’.

) Russian defence officials
discuss concems with French,
UK and US counterparts.

) 24 October 2022

France, UK and US leaders
reject Russia’s dirty bomb
narrative.

) US officials express fears that
Russia’s claims may be used
as a pretext for tactical
nuclear weapons use in
Ukraine.

) Chief of the Russian Armed
Forces claims a dirty bomb is
nearly complete and that the
military is preparing to operate
in a radioactive environment.

) Russia’s UN ambassador
writes to the UN Secretary
General stating his concems
about dirty bomb use.

) 25 October 2022

President Biden wams that
tactical nuclear weapons use
would be a “serious mistake”.

© 26 October 2022

Russia’s defence minister
contacts Chinese and Indian
counterparts to wam them of
the dirty bomb threat.

(Timeline continues
on the next page)
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https://digitallibrary.un.org/record/3995910?ln=en&v=pdf
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were already distrustful of political institutions.

expertise to counter these assertions effectively. 2

ongoing partial mobilisation and annexation of Ukrainian territory."
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multiple, sometimes conflicting, narratives, obscuring the truth. '* '

As Russia’s dirty bomb narrative and resulting public concem increased, the
West implemented several tactics to mitigate Moscow’s information
operations.

« Fact-checking by officials, media platforms and research institutes®
enhanced efforts to debunk Moscow’s dirty bomb narrative, with
strategies such as reverse image searching and feasibility analysis
undertaken by experts. The International Atomic Energy Agency, which
undertook verification activities and conducted research within Ukraine,
also categorically rejecting Moscow’s claims.20

« Backchannel diplomacy was conducted to encourage Russia’s
partners to dissuade Moscow from employing a dirty bomb or nuclear
weapon. China’s leader, Xi Jinping, likely wamed President Putin against
using nuclear weapons. India also issued a public statement
condemning nuclear weapon use by any state.”

» Threats of retaliation were reportedly privately conveyed to Russia by
French, UK and US officials. Western leaders reportedly warned that
they may respond to tactical nuclear weapons use by conventionally
striking Russian forces directly.'3
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Moscow’s dirty bomb narrative highlights how false or misleading
information can be used to exploit global radiological and nuclear fears,
shape public opinion, obscure intentions and sow confusion.'2

Western debunking efforts likely played a role in calming public anxiety and
challenging Russia’s accusations. However, combating future
disinformation, especially during rapidly evolving crises, may need to
increasingly leverage advanced technologies such as Al-driven analytics
and real-time data verification to identify and counter misleading narratives
before they gain momentum.
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Russia claimed that the provocation may have been planned with Western support. By suggesting the
West was engaging in reckless nuclear behaviour, Russia exploited divisions amongst communities that

Russia exploited the technical complexity of radiological and nuclear issues by making inaccurate claims
about the source of materials for a dirty bomb and its potential effects, knowing the public lacked the

The confusion created by these claims diverted attention away from Russia's actions, such as the then

By implying that their information came from undisclosed “intelligence sources” and official-

sounding institutions, Russia falsely boosted the credibility and legitimacy of its disinformation. 17.21

Russia employed nuclear fearmongering, using terms such as “nuclear terrorism” and “large-scale
radiological contamination” to emphasise mass casualties and environmental catastrophes.

Russia amplified its accusations by claiming Ukrainian forces would sabotage nuclear power plants. Using
mainstream and social media, along with official statements, Russia flooded the information space with

TIMELINE
(CONTINUED)

@ 26 October 2022

NATO's secretary general
wams of severe
consequences in response
to nuclear weapons use.

India’s defence minister
publicly wams against
nuclear weapons use.

27 October 2022
President Putin repeats dirty
bomb allegations.

The US defence secretary
wams of significant
retaliation if Russia uses
nuclear weapons.

28 October 2022
Moscow's dirty bomb
warnings abruptly end.
Disinformation retums to
baseline frequency.
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